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Office of GM (Administration)

standard operating Procedures for the Maintenance of classrooms/HostervBuirdings/Labs

Scoper

This document describes the SOP for maintenance of all facilities located in the campus
of SGT University.

Maintengnce of Classrooms

malntenance contract.

Malntenance of Labs

l The classrooms are cleaned daily by the Housekeeping StafTand the cleanliness is supervised I
by concerned supervisor/admin In-charge ofthe building, U

2' The scavenging ofthe benches in the crassrooms is arso done by the Housekeeping staff3. The maintenance ofthe classrooms is done on regular basis
4. Building Inrharges are responsibre for the overar creaning /scavenging antr if there is any

problem, the same is brought forward to the knowredge of cM (Admin) and corrective
measures are taken to corecrrectiS, th€ same.

Maintenance of Restrooms

l rhe cleaning/scavenging of the restroonrs is done by trre staff appointed by the sGT
University.

2' The Admin In-charge of the buirding is responsibre fbr supervising to ensure the regurar
cleaning/scavenging of the restrooms.

3. Ifthere is any breakage of furniture/ fixture, the same is reported by the Admin In -rharge to
the concemed department for repairheplacement as the case may be.

4, The appropriate boards with proper instructions for usages and maintenance ofthe restrooms
are displayed.

Maintenance of Fire Extinguishing Equipm€nts

L The staffto )ook after the day to day problems has been appointed by SCT University.2. The services ofthe fire equipments is carried out by rhe E,rternal Service erovide(Elp).
3. The equiprnents are maintained by fire depann.rent ofthe Univcrsiry.
4. Major maintenance if any is arso done b) Externar Service provide(ESp) under annual

SGT UNTVERSTTY

Maintenance of all labs and equipments is done under the supervision of rab technician and
admin ln-charge ofthat particular block/facultr oIrhe Universitv.
Annual 

-maintenance 
of all equip'nents is d.re h.v- F-Sp and obsorete equipment /parts are

replaced with latest equipments.
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PeEt Control

l. Pest Control is carried out on a regular basis by in-house team under Maintenance department

ofthe University.
2. Any reported incidence ofpests is treated on priority.

LaundrT Services

l. Universily provides laundry services to all the stake holders within lhe campus.

2. There is complete in-house laundry unit for washing and ironing purpose which is maintained

by the university itself.

Msintenance of flostels

l. The residents of the hostel (strdents) identify the problem and record their complaint in the

complaint register maintained in the office ofthe warden.

2. The complaints given by the students are reported to maintenance department who in tum
depute lhe concerned staff for execution the repair work.

3. Major repair if any is executed by the pro.iect depanmerrt of thc lJniversity. The project

department is equipped with trained and qualilied staffand essential equipmenls.

4. Follow up action is always done to ensure the promptness in carryirrg out the repair work.

5. Record ofall the complaints and execution of tlre repair work is maintained.

Cleanliness of the Host€l

I . Each room of the students is cleaued by the Housekeeping Stafll The area surn:runding the

hostel is also cleaned by the Housekeeping StatT.

2. The proper record ofcleaning the toilets in the hostel is kept by rhe Housekeeping Supcrvisor

and the same is maintained regularly.
3. The other facilities like rym and sports facility are maintaincd by University under the

supervision ofthe Hostel Warden.

Warden (Administration)

Hei Sbe will allot hostel rooms only after ensuring the payment ofhostel fee copy ofthe receipt must
be prepar€d in the record.

l. He/ She will check the resident students register and the guest roorn register.

2, He/ She will take disciplinary action for keeping any unauthorized guest,

3. He/ She will order double-locking of rooms of resident studenls and their re-opening, when

required.

4. He/ She will be responsible ior the overall securit) ol the hostel and will coordinate his/her

responsibility with the Security Officer ofthe Llniversity.

5. He/ She will periodically verify the furniturc arrd fittings ofthe hostel with the assistance of
the Caretaker, and take action for their repairs/replacemert or for obtaining additional

furniture.
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Warden (Health & Recreation):

He/ she will be responsible for general matters relaring to healrh with the advice ofthe chief
Medical Ofticer (CMO).

I' He/ she will look after the common room and the sports and cultLrral programmes ofthe
hosteI and will regulate disbursements ou1 of the hostel,s rccreation grant,

2. Hei she will check the bills prepared by the careraker ror purchase ifNewspapers and
Magazines.

3. He/ She will arrange disposal of old Newspapers and Magazines and ensure that the sale
proceeds are deposited in the appropriate head of account.

4. He/ She will ensure maintenance ofdiscipline and decorum in the common room.5. He/ She can permit the common room to stay oper beyond the prescribed hour on a special
occasion.

He/ She will pursue, at appropriate level, a cormplainrs rerating to common room items like
television.

r arder (Sanltation & Maintenance):

6

I

He/She will be responsible for all matters relating to hygiene, sa,itation and cleanliness of
thc hostel in consultation with/ upon the advice of the CMO.

He/She will supervise the work ofthe sanitario, stafl, keep a control over their attendance
and maintain the Attendance Regisrer.

He/She can grant casual Leaye to the sanitation staff a,d recommend regular leave to the
Chief warden/CM(Admin) as per delegation ofauthoriry given in the Manual.

He/She shall ensure implemenlation olthe Mininrum wage Act and other contractuar
obligations by the private manpower service provider lowards the sanitary staffunder
contract.

Warden (Mess):

I With the assistance ofthe Mess Comrnittee, he/she rvill supervise the functioning ofthe mess
and the working ofthe Supervisors, Cooks and Helpers under his/her charge.

2. He/she will keep a watch over the cleanliness ofthe dining hall and the kit=chen and ofthe
food prepared.

3 He/She will conduct regular inspection ofthe kitchen roonr and the dining halr, especia y
when the.residents take their meals.

4. He/She will enforce discipline and decorum in the dining hall.

5. He/She will supewise the system ofpurchases ofmess stores, provision etc.
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He/Sho will snsure the correctness of receipts and issues of mess stores, crockery etc. and of
the stoqk balance and will attest all entries in the relevant stock register. Will chick the
valuation ofthe closing stock.

7. He/She will ensure that stores are kept in good arld elTicient condition.

He/She will stop mess facilities in respect of residents defaulting payment of nress bills and
r€commend action to the Chief Warden [or eviction.

8. He/She will stop mess facilities in respect ofthose who have vacated the hostel or have been
evicted.

9. He/She will supervise the deployment of Cooks and Helpers on daily wage and overtime
when necessary as per rules.

Wet Waste Mauagement

1. The Institution has placed separate bins to cotlect dry and wet waste in different parts ofthe
campus.

2. The institution has appointed ESP to collect the dry and wer waste from th€ bins located in
the campus and dump th€ waste on a daily basis,

3, The waste management is done in accordance with local policy & regulations ofGovt.

6.

ag6ncles

E- Wrste Manrgement

I' The Institution has a designated storage space for lemporarily sloring all electronic waste.
2. The institution has appointed an ESp to collecl the e-waste

t1t General
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Purpose

To define the approach to the development, approval and maintenance of lT
policies and standards.

Scope

This applies to all policies and standards recommended by governance for SGTU

and issued by lT Department.

Standard

Policy and standard development and approva!

1 . Any faculty, staff member or student may propose a topic or content for a policy
or standard. Such proposals should be directed to the relevant topical committee
or to the Office of the lnformation Technology.

2. The chair of each topical committee decides which proposals are appropriate
for consideration

3. Drafts of proposals to be considered are typically prepared by staff and
submitted to the topical committee. The topical committee reviews and modifies
the draft as needed, and makes a recommendation to the lT Department. The
topical committee may seek input from constituent groups

4. lT Department will review the draft. The draft can be returned to the originating
committee with comments for modification or forwarded to other committees or
constituents for comment

5. Comments are returned to the originating committee, which addresses the
comments and makes a recommendation to the lT Department.

6. lT Department seeks input from University administration and others as
appropriate

7. lT Department seeks input from the Office of General Counsel

8. The Vice Chancellor approves the policy or standard

Policy and standard implemertation
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1. The Registrar Office notifies the University by issuing a DDD about the new
policy or standard and its effective date

2. Policies and standards are posted on the SGTU website

3. lnformation abor.rt policies and standards may also be communicated via
announcements, memoranda and training

Policy and standard maintenance

1. Revisions to policies and standards follow the same process for approval as
new policies or standards

2. Policies and standards should be reviewed as appropriate or as required by
law

ACCEPTABLE USE POLICY

PROCEDURE FOR MONITORING OF IT RESOURCES

This represents a summary of the University's Acceptable Use Policy. Users are

required to comply with the full policy, which details the approval requirements.

lntroduction

University lnformation Technology (lT) resources are to be used for university-

related purposes. Some examples of lT resources are computers, software,

networks, and electronic devices. This policy applies to all users of university lT

resources, whether affiliated with the university or not, and to all users of those

resources, whether on campus or from remote locations. Users are responsible

for following the University's Acceptable Use Policy.

.{:fl:,i11",.,,,

General Rules
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1. Users of university lT resources must comply with ailTpplicable-ffi
requirements.

2. Users are responsible for any activity originating from their accounts. users
shall not share their accounts and passwords.

3. Users shall not use lT resources to gain unauthorized access to anything.

4. Disruptive use of university lT resources is not permitted.

5. University lr resources shall not to be used for commercial purposes without
prior approval.

6. Occasional personal use of university lT resources by employees is permitted
when it does not consume a significant amount of those resources, is otherwise
in compliance with this policy, and meets with the approval of the supervisor.

7. The university may monitor the activity and accounts of any users of university
lT resources.

8. Communications made concerning university business are generally subject to
the Indian Constitutional Law and retention requirements.

9. Users must not augment the university network infrastructure without prior
approval.

Additional requirements apply to the collection, use, storage, and maintenance of
Restricted Data-

Consequences of Violations

Users who violate this policy may be subject to penalties and disciplinary action,
including expulsion, dismissal, or revocalion of user acc

ACCEPTABLE USE POLICY
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!ntroduction

As part of its educational mission, the SGTU acquires' develops' and maintains

computers, computer systems and networks. These lnformation Technology (lT)

resources are intended for university+elated purposes, including direct and

indirectsupportoftheuniversity,sinstruction,researchandservicemissions;
university administrative functions; student and campus life activities; and the free

exchange of ideas within the university community and among the university

community and the wider local, national, and world communities'

This policy applies to all users of university lT resources, whether affiliated with

the university or not, and to all uses of those resources' whether on campus or

from remote locations. This policy may be modified as deemed appropriate by the

University. Users are encouraged to periodically review the policy as posted on the

university's home Page.

General Rules

users of university lT resources must comply with lndian constitutional Law,

university rules, regulations and policies, and the terms of applicable contracts

includingsoftwarelicenseswhileusinguniversitylTresources.Examplesof
applicable |aws, rules and policies include but are not limited to the laws of libel,

privacy, copyright, trademark obscenity and child pornography; the Computer

crimes Act, the Electronic communications Privacy Act and the computer Fraud

and Abuse Act, which prohibit "hacking,' "cracking" and similar activities; the

university,s Student code of conduct; the university's sexual Harassment Policy;

theUniversity'sPolicyontheUseoftheUniversityNameandLogos'the
University's Web Page policy, and the University's E-mail Policy' Users who engage

in electronic communications with persons in other states or countries or on other

systems or networks may also be subject to the laws of those jurisdictions and

the rules and policies of those other systems and networks. users with questions

astohowthevariouslaws,rulesandregulationsmayapplytoaparticularUseof
university computing resources should contact the office of the General counsel

for more information.

Users are responsible for ascertaining what authorizations are necessary and for

obtaining them before using university lT resources. users are responsible for any

a
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activityoriginatingfromtheiraccoUntswhichttre@
control. Accounts and passwords may not, under any circumstances, be used by
persons other than those to whom they have been assigned by the account
administrator. ln cases when unauthorized use of accounts or resources is
detected or suspected. the account owner should change the password and report
the incident to the appropriate account administrator, unit lnformation security
Manager, and/or Dean. Director, or Department Chair.

Disruptive use of university lr resources is not permitted. Units administering the
resources involved will determine whether specific usage is considered normal,
excessive or disruptive. Although there is no set bandwidth, disk spacg cpU time,
or other limit applicable to all uses of university IT resources, the university may
require users of those resources to limit or refrain from specific uses if such use
interferes with the efficient operations of the system.

users may not use lr resources to gain unauthorized access to remote computers
or to impair or damage the operations of SGTU computers or networks, terminals
or peripherals. This includes blocking communication lines, intercepting or sniffing
communications, and running, installing or sharing virus programs. Deliberate
attempts to circumvent data protection or other security measures are prohibited.

Users who violate this policy may be denied access to university lr resources. The
university may suspend, block or restrict access to an account when it appears
necessary to do so: a) to protect the integrity, security, or functionality of university
or other lT resources; b) to comply with legal or contractual requirements; c) to
investigate alleged or potential violations of law or policy including, without
limitation, state, federal, or local law, or university or Board of Governors rules,
regulations, policies, or collective bargaining agreements; d) to investigate any
asserted, threatened or potential complaint or grievance filed or credibly alleged
pursuant to law or university or Board of Governors rules, regulationg policies. or
collective bargaining agreements, or subject of law enforcement review or
investigation; e) or to protect the university from liability or disruption. The
university may also refer suspected violations of law to appropriate law
enforcement agencies for further investigation or action.

o
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Users who violate the Po licy may be subject to other penalties and disciPlinary

o

action, including expulsion or dismissal, under applicable university or Board of

Governors rriles, regulations, policies, or collective bargaining agreements'

Security, Privacy, and Public Records

The university employs various measures to protect the security of its lT resources

and user accounts. However the university cannot guarantee complete security

and confidentiality. lt is the responsibility of users to practice "safe computing' by

establishing appropriate access restrictions for their accountq by guarding their

passwordq and by changing them regularly.

Users should also be aware that their use of university lT resources is not private.

while the university does not routinely monitor individual usage of its lT resources,

the normal operation and maintenance of the university's lT resources require the

backup and caching of data and communications, the logging of activity,

monitoring of general usage patterns and other activities necessary Or convenient

for the provision of service.

The university may monitor sGTU resources and retrieve communications and

other records of specific users of SGTU resources, including individual login

sessions and the content of individual communications, without notice. The

criteria and steps required for approval of such monitoring or retrieval without

notice are set forth in the policy on the Monitoring of University lnformation

Technology Resources and Retrieval of Communications.

Communications made by means of university lT resources are also generally

subject to the same extent as they would be if made on paper. ln this regard,

university personnel and agents should be aware that most written

communications concerning university matters, regardless of whether university

computing resources are used, are public records, many of which are disclosable

to the public upon request. Public records requests must be referred to the

Registrar office for coordinating the response and review of requirements and

exemptions.

Retention periods must be followed for all university records and

communications as required by Law and any other applicable law or contractual

a
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Commercial Use

lr resources are not to be used for personal commercial purposes or for personal
financial or other gain. occasional personal use of university lr resources for other
purposes is permitted when it does not consume a significant amount of those
resources, does not interfere with the performance of the user,s job or other
university responsibilities, and is otheMise in compliance with this and other
university policies, including without limitation the university's policies on outside
activities and use of University trademarks and names. Further limits may be
imposed upon personal use in accordance with normal supervisory procedures
concerning the use of University equipment.

Network lnfrastructure/Routing and Wireless Media

Users must not implement their own network infrastructure. This includes, but is
not limited to basic network devices such as hubs, switches, routers, network
firewalls, and wireless access points. users must not offer alternate methods of
access to SGTU resources such as modems and virtual private networks (vpNs).
Users must not offer network infrastructure seryices such as DHCp and DNS.

wireless is shared media and easily intercepted by a third party. wireless users
are encouraged to use some type of encryption.

PROCEDURE FOR MONITORING OF IT RESOURCES

The university may monitor sGTU resources and retrieve communications and
other records of specific users of sGTU resources, including individual login
session and the content of individual communications, without notice. The criteria
and steps required for approval of such monitoring or retrieval without notice are
set forth in this policy.

A request for such monitoring or retrieval of records and documents must be
provided to lT Department with the necessary approvals. Approvals must be
obtained from the General Counsel (or designee) and the lT Head who supervises
the unit requesting such access. lf the records are being monitored or retrieved for
the purposes of reviewing or investigating employee conduct, the approval ofthe
General Manager for Human Resource Services is also required.

o
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prior approval is not required to monitor SGTU resources or retrieve

communications and other records in the following situations:

The communications and/or records have been made accessible to the public, as

by posting to a webpage.

A person's authorization to access or use any SGTU resources ends, for example

upon termination of SGTU employment or appointment.

The monitoring or retrieval is in response to an emergency. An emergency occurs

when there is an imminent threat to life or property and there is not sufficient time

available to obtain approval. ln such a situation, monitoring or retrieval may be

conducted without prior approval, with notification to the appropriate University

Official as soon as possible. The scope of access Should be reasonable in relation

to the emergency situation involved.

Approval may be granted to monitor communications or retrieve records when any

one or more of the following situations apply:

It reasonably appears necessary or appropriate to do so to protect the integrity,

security or functionality of university or other computing resources.

It reasonably appears necessary or appropriate to do so to comply with legal or

contractual requirements or to protect the university from liability or disruption.

Examples of situations in which access and retrieval are authorized under this

paragraph include but are not limited to responses to public records requestg

subpoenas, court orders, and discovery requests,

There is reasonable cause to believe that the user has violated or is violating the

Acceptable Use Policy or that the user has violated, or is violating, any other

university or Board of Governors rule, regulation, policy, or collective bargaining

agreement, or any other law or regulation and the access is reasonable in relation

to the believed violation.

It is part of any investigation or review of an already asserted, threatened or

potential complaint or grievance or of a credible allegation of a violation of the law,

including without limitation local, state or federal law, or foreign law as applicablg

or university or Board of Governors rule, gulation or poliry, or the subjea of a law

Regis ar
SGT Universitv
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enforcement review or investigation, and the scope of access to the account or
activity is reasonable in relation to the complaint, grievance or allegation.

An account appears to be engaged in unusual or unusually excessive activity.

The University has a legitimate need to access an account or activity and the
access is reasonable in relation to the need.

The results of any such general or individual monitoring, including but not limited

to the contents and records of individual communications, may be released
pursuant to a public records request. ln addition, the university, in its discretion,

may disclose the results of any such general or individual monltoring for any

legitimate purpose to appropriate university personnel or law enforcement
agencies and may use those results in appropriate external and internal

disciplinary and other proceedings.

EIT POLICY

PURPOSE:

This policy establishes standards for Electronic lnformation Technology (ElT)

accessibility in compliance with applicable local, state and federal regulations and

laws. The SGT University is committed lo providing equal access to its services,

programs, and activities for all users. An accessible EIT environment enhances

usability for everyone.

SCOPE:

This policy applies to all EIT acquired, developed, distributed, used, purchased or

implemented by or for the University and used to provide University programs,

services, or activities. This includes, but is not limited to, all EIT related to
University business, academic and outreach, including web pages that represent

the University, electronic documents and any multimedia created or obtained.

POLICY:

The University adopts the World Wide Web Consortium's standard: Web Content

Accessibility Guidelines (WCAG) Version 2.0, AA conformance level as the

minimum accessibility standard for all ElT, and Guidance on Applying WCAG 2.0

a
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ffiindCommunicationsTechnologies(WCAG2lCT).ln
addition, all EIT shall comply with federal and state laws.

SGTU Policy on E-Mail as Public Records

It is the policy of SGTU that all employees will comply with SGT's public records

law and state retention schedules for public records, including electronic mail (e

mail).

SGTU's Public Records Law:

"All documents, papers, leilers, maps, books, tapeq photographs, films, sound

recordings, data processing software or other material, regardless of physical

form, or characteristics, or means of transmission, made or received pursuant to

law or ordinance or in connection with the transaction of official business by any

agency."

How the Law Affects You as a SGTU Employee:

E-mail created or received by SGT University employees in connection with official

business, which perpetuates, communicates or formalizes knowledge, is subject

to the public records law and open for inspestion.

lf your *mail falls within the definition of a public record, you may not delete it

except as provided in the university's record retention schedule . Unless it falls

within one of the specific exemptions described in the public records statute, You

must produce that e-mail messageto any person upon request. A person need not

have a "legitimate" need for public records to be entitled to inspect them.

Country law exempts certain categories of documents from disclosure under the

public records law. The exemptions which apply most often to SGT University

records include:

o
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certain documents involving personnel matters, which are confiaeniiit gnaer taw;

Student records which, except for "directory . information,,, must be kept
confidential pursuant to the Buckley Amendment; and

Certain kinds of research records that are confidential under law.

Before any +mail is released pursuant to a public records request, any exempt
information must be deleted from the email.

Responding to a Public Records Request:

Public records requests may be made in writing or orally. All public records
requests should be referred to the appropriate department chair or administrative
supervisor. The department chair or administrative supervisor is responsible for
appointing one or more persons to gather the requested documents and then

either arranging a time for inspection of the documents or making copies available

to the requestor. E-mail that does not fall within the definition of a public record

should not be produced. E-mail which is a public record but contains exempt
information should be produced but the exempt information must first be deleted

or redacted. lf in doubt as to whether an e-mail message is a public record or
contains exempt information, the department chair or administrative supervisor
should contact the Office of Registrar, which will consult with the Management as

necessary.

Transitory Messages

o

o
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lf the person making the records request wishes to obtain copies of the
documents, the public records law allows the university to charge 15 cents per

onesided copy. ln addition, if copying the public records requires extensive use of
information technology resources or clerical and/or supervisory assistancg the
university may assess a reasonable service charge based on the university's actual

incurred costs. An estimate of the charges should be given to the requestor and

approval obtained prior to responding to the request. All charges should be

collected before producing the documents.
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The reco id series entitled "Transitory Messages," found in the universitY's general

records schedule, is designed to cover certain E-mail communications' as well as

o

value is lost.

o

Retention Periods for Public Records:

Retention periods for public records, including email' can be found in the

university,sgeneralrecordsschedule.Thisscheduleincorporatesitemsfoundin

thestateGeneralRecordsScheduleforStateandLocalGovernmentRecords
(GS1), University/Community College Records (GSs) and other SGT Univers'tty

retention schedules. The university's general records schedule is available in the

Records Management Office.

Retentionschedulesarebasedonarecord.sinformationalcontentnotitsformat'
Retention of most email records falls within the following two categories:

l.RetainUntilobsolete,Superseded,orAdministrativeValueisLost:Thismeans
thattherecordsonlyhavetoberetaineduntiltheyhaveservedtheiradministrative
purpose. Examples of such records would be as follows:

Transitory Messages as defined above'

Registrar
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otherinformationwithshort.termadministrativevalue.Thetransitorymessage
series is defined as follows:

Transitorymessagesconsistofthoserecordsthatarecreatedprimarilyforthe
informalcommunicationofinformation,asopposedtocommunicationsdesigned
for the perpetuation or formalization of knowledge' Transitory messages do not

set policy, establish guidelines or procedures' certify a transaction' or become a

receipt. The informal nature of transitory messages might be compared to the

communicationthatmighttakeplaceduringatelephoneconversationorverbal
communications in an office hallway' Transitory messages would include' but

wouldnotbelimitedto:E.mailmessageswithshort.livedornoadministrative
value, voice mail, self-sticking notes, and telephone messages'

Retention is defined as retaining until obsolete' superceded' or administrative
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Routine announcements and information, incruding-not6es-ofIEffi1#s or
workshopg queries regarding processes or ideas, and general information
regarding programs.

Reference files that are general information files used in daily functions of the
administrative area.

Meeting notices, statistical records,

departmental memoranda.
reading files, and recipients' inter-

2' Retain for Three Fiscal years: General correspondence, sende/s inter-
departmental memoranda, and most fiscal and budget records.

Each year, administrative offices are required to file records disposition requests
with the Records Management office for any obsolete public records that they
wish to destroy. E-mail files should be a part of these destruction requests.

However, University allows state agencies to dispose of all records with a retention
value ol 'retain until obsolete, superceded, or administrative value lost"(OSA)
without having to fill out a records disposition request. ln other words, both
duplicates and master copies of records with this retention period may be
disposed of by each department when, in the judgement of the department, they
are obsolete, superceded, or have lost their administrative value. ln applying this
rulg any E-mail messages created or received that fall under this retention period
may be deleted at the user's discretion, under the above standards.

E-mail messages that have a longer retention period - such as correspondence or
sender's memoranda - must be kept through the three-year retention period and
may not be disposed of until records disposition requests have been submitted
and approved.

Maintaining E-Mail Documents:

Florida's public records law offers challenges to maintaining e,mail, mainly
because email documents are both informal and efficient. Most e-mail users
prefer to reduce or eliminate the handling, filing and archiving tasks often
associated with hard copy. use of the differences in which e-mail and hard

Reg:s";rr
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@lusersdonothavesystemsinplaceforperiodically
reviewing storing or deleting email.

Public record +mail can be deleted after it has been retained for the correct time

period as determined by the retention schedules. A public record that is stored

and accessible after this time is still a public record and must be produced upon

request. A systematic deletion program not only eliminates obsolete documents

from the file, but also saves resources by not indefinitely and unnecessarily

storing information beyond appropriate time lines.

while methods for reviewing, storing or deleting email vary you can comply with

the retention requirements ofthe public records law by doing one ofthe

following:

Print the email and store the hard copy in the relevant subject mauer file as you

would any other hard-copy communication. Printing the +mail permits you to

keep all information on a particular subiect matter in one central location,

enhancing its historical and archival value. lf you choose this method, you may

wish to set up your e-mail account so that it does not log outgoing email by

default. This will require you to not only print each public record message you

send but also determine when you send the email whether it must be saved

underthe public records law. You must also determine if incoming e-mail must

also be printed before being deleted from your system.

Electronically store your public record email according to the conventions of

your e mail system and retain it electronically pursuant to the university's

retention schedules.

The technical details and methods of storing, retrieving and printing your email

depend on the email system you use. Consult with your lT Manager, or

departmental computer support personnel, for details.

Some automatic periodic backup of email by university and department system

administrators is done under the university's disaster recovery plan. lt is not

designed to comply with the public records law. Thus, you need to set up your

own retention procedures as outlined above to be sure you are in compliance

with the law.
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The previously listed methods for retaining e.mail are in compliance with the
public records law. Regardless of the method used, remember: the ultimate
responsibility for complying with the public records law is on you, the e-mail user.

SPAM POLICY

lntroduction

This policy is targeted at sources of unwanted, unsolicited email (spam) external
to the SGTU Network.

spam sent to University accounts is unacceptable and violates the terms of
acceptable use of the University lr resources. lt disrupts the public workplace, is
detrimental to our resources, and it is not welcome by our users.

Enforcement

After the first occurrence, an attempt will be made to notify the sender that
unsoliciled email should not be sent to university accounts and that any further
receipt of such messages will initiate our procedures to block email from the
sender.

After the second occurrence, the system will be configured to block email
coming from the offending account. Any reinstatement of privileges must be
requested in writing from the SGTU.

ELECTRONIC MAIL

Purpose

To provide for compliancg security, and efficient support services when
conducting SGTU business via electronic mail.

Scope

This policy applies to all electronic mail sent or received in the scope of
employment at the university, or with the intention to conduct university
business.

Policy

o

o
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All employees of the University must use a university provided or approved

electronic mail service (Email lD) when conducting University business via

electronic mail.

SGT University electronic mail may not be automatically forwarded to a non-

university provided or approved service.

SGT University business must be conducted using an assigned sgtuniversity.org

email address.

Responsibilities

1. All ScT University faculty and staff are responsible for compliance with this
policy

MOBILE COMPUTING AND STORAGE DEVICES POLICY

Purpose

To ensure secure, reliable, and accountable use of mobile computing and storage
devices with University Restricted Data. This policy establishes unified
management, and formally assigns roles and responsibilities for these devices.

Scope

This policy applies to all mobile computing and storage devices used by the
University constituency in the performance of their duties, and to all University
Restricted Data when accessed through, or stored on, mobile computing and
storage devices, regardless of the device's ownership. University Restricted Data
may not be released for storage on or access through, devices that do not meet
these requirements.
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Policy

All mobile computing and storage devices that access the University lntranet

and/or store University Restricted data must be compliant with University

lnformation Security Policies and Standards.

1. Restricted Data stored on mobile computing and storage devices must be

encrypted.

2. Any and all mobile computing devices used within the University information

and computing environments must meet all applicable SGTU encryption

standards. mobile computing devices purchased with University funds, including,

but not limited to contracts, grants, and gifts, must also be recorded in the unit's

information assets inventory.

3. University information security policies applicable to deskop or workstation

computers apply to mobile computing devices.

Responsibilities

1 . The University lnformation Security and Compliance Office will esrablish

standards to govern the secure use of all mobile computing and storage devices

at the University.

2. The SGTU Office of the Registrar will provide guidance to assist units in

complying with these requirements.

3. All University deans, directors and department chairs, in conjunction with their

lT support teams, are responsible for migrating all existing uses of mobile

computing and storage devices within their areas of responsibility to devices and

services that are compliant with university policies and standards.

4. All members of the University constituency who are currently using personally

owned mobile computing and storage devices that access the University lntranet

and/or store SGTU Restricted Data are required to bring their personal device into

compliance with the SGTU lnformation Security Standard for Mobile Computing

and Storage Devices.

5. All members of the SGTU constituency will report the loss or theft of a mobile

computing or storage device to their departmental lnformation Security Manager

o

o

Reg istr a

SGT UN
Budhera, Gurugram



19

(lSM) immediately upon detection of the loss. The SGTU Privacy Office must be

immediately notified of theft or loss of any portable computing device or media

that contains Restricted Data.

DATA CLASSIFICATION POLICY

DATA CLASSIFICATION POLICY

AUTHENTICATION MANAGEMENT POLICY

o RISK MANAGEMENT POLICY

ACCOUNT MANAGEMENT POLICY

BACKUP AND RECOVERY

RELATED STANDARDS AND DOCUMENTS

REMOTE ACCESS POLICY

REMOTE ACCESS STANDARD

MEDIA SAN ITIZATION STANDARD

AUDITABLE EVENTS AND RECORD CONTENT STANDARD

o AUDIT AND LOGGING POLICY

Purpose

To provide the basis for protecting the confidentiality of data at the SGTU by

establishing a data classification system. Further policies and standards will
specify handling requirements for data based on their classification.

Scope

This standard applies to all data or information that is created, collected, stored
or processed by the University, in electronic or non-electronic formats.

*unlU,u,.
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Policy

All data at the SGTU shall be assigned one of the following classifications.

Collections of diverse information should be classified as to the most secure

classification level of an individual information component with the aggregated

information.

1. Restricted: Data in any format collected, developed, maintained or managed by

or on behalf of the university, or within the scope of university activities that are

subject to specific protections under law or regulations or under applicable

contracts. Examples includq but are not limited to medical records, social

security numbers, credit card numbers, driver licenses, non-directory student

records and export controlled technical data.

2. Sensitive: Data whose loss or unauthorized disclosure would impair the

functions ofthe university, cause significant financial or reputational loss or lead

to likely legal liability. Examples include, but are not Iimited to, research work in

progress, animal research protocols, financial information, strategy documents

and information used to secure the university's physical or information

environment.

3. 0pen: Data that does not fall into any ofthe other information classifications.

This data may be made generally available without specific information owne/s

designee or delegate approval. Examples include, but are not limited to,

advertisements, job opening announcements, university catalogq regulations

and policies, faculty publication titles and press releases.

Responsibilities

1 . Data owners are responsible for appropriately classifying data.

2. Data custodians are responsible for labeling data with the appropriate

classification and applying required and suggested safeguards.

3. Data users are responsible for complying with data use requirements.

4. Data users are responsible for immediately referring requests for public

records to the University Relations Division - Office of Public Affairs or to the

Office of the Vice President and General Counsel.

o
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AUTHENTICATION MANAGEMENT POLICY

PURPOSE

Authentication mechanisms such as passwords are the primary means of

protecting access to computer systems and data' lt is essential that these

authenticators be strongly constructed and used in a manner that prevents their

compromise.

SCOPE:

This policy applies to all passwords and other authentication methods used at

the university.

POLICY:

1. Access to all university data and systems not intended for unrestricted public

access requires authentication.

2. Passwords and other authenticators must be constructed to have a resistance

to attack commensurate with the level of system or data access granted to the

account.

3. Systems must be designed and configured to protect passwords during

storage and transmission.

4. No one may require another to share the password to an individually assigned

university account, for example as a condition of employment or in orderto

provide technical support.

RESPONSIBILITIES:

1 . All members of the SGTU Constituency are responsible for any activity that

occurs as a result of the use of authentication methods issued to them.

2. All members of the SGTU Constituency are responsible for protecting the

password or authentication method associated with an individually assigned

university

account. Passwords may not be shared or disclosed to anyone else.
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3. All members of the SGTU Constituency are responsible for reporting any

suspicious use of assigned authentication mechanisms. Anyone that reasonably

believes his or her password to be known by anyone else must change it
immediately. Lost or stolen authentication devices are to be reported
immediately.

4. lnformation Security Managers (lSM) are responsible for verifying that
information systems under their control, and those intended for acquisition or
development by their unit, comply

with this policy.

5. lT Manager is responsible for implementing systems and specifications to
facilitate unit compliance with this policy.

RISK MANAGEMENT POLICY

PURPOSE

To establish a process to manage risks to the SGTU that result from threats to
the confidentiality, integrity and availability of University Data and lnformation

Systems.

SCOPE:

This policy applies to all electronic data created, stored, processed or

transmitted by the SGTU, and the lnformation Systems used with that data.

POLICY:

1. All lnformation Systems must be assessed for risk to the SGTU that results

from threats to the integrity, availability and confidentiality of SGTU Data.

Assessments must be completed prior to purchase of or significant changes to,

an lnformation System; and at least every 2 years for systems that storg process

or transmit Restricted Data.

2. Risks identified by a risk assessment must be mitigated or accepted priorto

the system being placed into operation.
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3. Residual risks may only be accepted on behalf of the university by a person

with the appropriate level of authority as determined by University. Approval

authority may be delegated if documented in writing, but ultimate responsibility

for risk acceptance cannot be delegated.

4. Each lnformation System must have a system security plan, prepared using

input from ris( security and vulnerability assessments.

1 . lnformation Security Administrators (lSAs) are responsible for ensuring that
their unit conducts risk assessments on lnformation Syslems, and uses the
university approved process.

2. lnformation Security Managers (lSMs) are responsible for assessing and

mitigating risks using the university approved process.

3. lnformation System Owners (tSOs) are responsible for ensuring that
information systems under their control are assessed for risk and that identified

risks are mitigated, transfened or accepted.

4. IT Department is responsible for implementing systems and specifications to
facilitate unit compliance with this policy.

ACCOUNT MANAGEMENT POLICY

PURPOSE

To provide a comprehensive account management process that allows only
authorized individuals access to University Data and lnformation Systems.

SCOPE:

This policy applies to all lnformation Systems, University Data, identities and

accounts used to access them and University Data.

Regi
SGT iversity
Budhera, Gurugiam

RESPONSIBILITIES:



24

POLICY:

1. All persons and processes granted access to an information system, beyond

that explicitly intended for unauthenticated public access must be uniquely and

individually identified and authenticated.

2. All persons and processes that have been granted access to an information

system must have an approved and documented level and scope of access.

3. Access to University Data and lnformation Systems is to be promptly modified

upon changes in unlversity affiliation, position, or responsibilities.

RESPONSIBILITIES:

1. All members of the University Constituency are responsible for all actions

initiated from accounts issued to them.

2. Managers of university employees are responsible for promptly coordinating

suspension of accounts for terminated employees.

3. Information Security Administrators (lSAs) are responsible for developing and

implementing procedures to properly authorize, modify or terminate accounts

and permissions.

4. lnformation Security Managers (lSMs) are responsible for implementing

lnformation Systems such that account authorizations are promptly enforced.

BACKUP AND RECOVERY

PURPOSE

The purpose of this policy is to protect University Data from loss or destruction

by specifying reliable backups that are based upon the availability needs of each

unit and its data.

SCOPE

This policy applies to all SGTU Dara and the lnformation Systems used with it.

Registrar
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University Data is backed up in a manner sufficient to restore any or all of an

lnformation System in the event of a data losq according to Recovery Time

Objectives and Recovery Point Objectives.

Backups are periodically tested to ensure that backups are sufficient and

reliable.

Backup systems and media protect the confidentiality, integrity and availability of
stored data.

Written procedures are maintained to allow unit personnel to recover data in the
event of an emergency.

RESPONSIBILITIES

1 . lnformation Security Administrators (lSAs) are responsible for establishing

Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO), in

conjunction with data users and owners, for all University Data collected, stored

or maintained by the unit. lSAs should verify that Data used by the unit, but

collected, stored or maintained by others, have appropriate backup plans.

2. lnformation Security Managers (lSMs) are responsible for implementing

backup systems and processes to ensure that RTO and RPO can be met for all

data collected, stored or maintained on unit lnformation Systems. lSMs

document backup system operation and test recovery capability.

3. lT Department is responsible for implementing systems and specifications to
facilitate unit compliance with this policy.

SGTU INFORMATION TECHNOLOGY SECURITY CHARTER

lntroduction

This charter defines the mission and objectives of the SGTU lnformation
Technology (lT) security program, outlines the scope of the organization's

mandate, defines termg and delineates roles and responsibilities for information

security throughout the organization. Enforcement rules are also included in this
charter.
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Unauthorized access, breach of confidentiality, loss of integrity, disruption of

availability, and other risks threaten SGTU lT resources. SGTU lT security policies

are aimed at reducing exposure to threats, thereby minimizing risk in order to
protect SGTU lT resources. Policies are goals or mandates used to cultivale

standards. SGTU lT security standards define metrics against which results can

be measured to determine compliance with the policies and describe objectives

for procedures. SGTUIT security procedures detail how to implement standards

in order to comply with policies. Guidelines are suggested methods, best

practices, or clarifications to assist with the implementation of standards.

Mission and 0bjectives

Registrar
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As part of its educational mission and strategic plan to provide stateof-theart
information technology to meet the needs of faculty and students in research

and teaching, the SGTU acquires, develops, and maintains data and information,

computers, computer systems and networks. These information technology (lT)

resources are intended for university related purposes, including direct and

indirect support of the university's instruction, research and service missions;

university administrative functions; student and campus life activities; and the

free exchange of ideas within the university community and among the university

community and the wider local, national, and world communities.

The mission of the SGTU information security program is to support the goals of

SGTU by assuring the availability, integrity and appropriate confidentiality of

information. Primary objectives include development and implementation of

proactive measures to prevent security problems and effective response to

security problems when prevention methods are defeated.

Scope

This charter applies to all people who maintain or manage university lT

resources, their supervisors and their unit administrators. It applies to all

locations of those resources, whether on campus or remote locations. lt applies

to all SGTU and unit policies, standards and procedures, some of which are listed

below. This charter is intended to help protect integrity, availability, accountability

and appropriate confidentiality of SGTU lT resources. Additional standards and
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ern speci iic data, computers , computer systems or

diary units.

networks
procedures may gov

by specific SGTU and subsi
provided or oPerated
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Acceptable Use of Computing Resources

SGTU Policy for Security Management Responsibilities

SGTU PhYsical Security Standard

SGTU Network SecuritY Standard

SGTU Software Security Standard

SGTU Risk Assessment Standard

SGTU lncident ResPonse Standard

SGTUIT Training and Security Awareness Standard

SGTU Data SecuritY Standard

Business ResumPtion Standard

Enforcement

I

Unit administrators and lT workers who fail to adhere to this charter may be

subject to penalties and disciplinary action' both within and outside the

university. Violations will be handled through the university disciplinary

pro..ari"" applicable to the relevant Unit or lT employee' The university may

suspend, block or restrict access to lT resources' lT workers' and/or Units

independent of such procedures, when it reasonabry appears in the best interest

of the University to do so. The university may also refer suspected violations of

applicable law to appropriate law enforcement agencies'

Definitions

SGTU UNit:

College, Department, Research Center' lnstitute or other administrative

subdivision connected to the SGTU network'

Regis r
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A major unit which hasi distinct and divergent mission statement from that of
SGTU, and which in some cases may also be a separate legal entity, such as
Shands.

Associate:

An entity external to SGTU that performs functions or activities that involve the
use or disclosure of information on behalf of, or provides services to, the
University.

lT resource:

Any equipment used to store, process, and display or transport digital
information is an lr resource. The associated data, applications and hardwarg
are also lT resources.

lnformation Technology (lT) worker:

An individual hired by a unit to manage or maintain lr resources in that unit. lr
duties must be specified in the job description.

Roles and Responsibilities

SGTU information security roles are organized in three main levels: Level t has
responsibility for the entire university, Level 2 units are listed below, and Level 3
has responsibility for smaller units within Level 2 units. More levels may be
added at the discretion of those responsible for Level 2.

SGTU lT Security Adminisrrator (SGTU tSA)

The sGTU lsA has the responsibility to ensure implementation and management
of the SGTU lr security program. The SGTU lsA has the authority to direct action
as needed to protect SGTU lr resources. The sGTU lsA has the authority to
enforce SGTUIT policies, standards, and procedures and to direct action related
to violations. where questions arise with respect to what constitutes a unit, the
SGTU ISA has final authority.

SGTU lT Security Manager (SGTU tSM)

The SGTU ISM manages the SGTUIT security program and security team. The
SGTU ISM is responsible for coordinating efforts to create and maintain

a
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zed SGTU lT security Pol icies, standa rds, and procedures. The SGTU ISM
centrali

or a desig nee is responsible for enterprise risk assessment' enterprise network

intrusion detection, working with Level 2 Unit lSMs to resolve exposures and

reduce Potential exPo sures, the SGTU security web site, and organizing lT

security training and awareness events' The SGTU ISM is responsible for

maintaining only Level 2 unir ISA and Unit ISM contact information' Level 2 Unit

lSAs and lSMs are listed in the contact database maintained by Network

Services.

the Level 2 Unit lSM.

Where appropriate, lT dt ties must be specified in the job description of the Level

2 Unit lSA.

lT duties must be specified in the job description of the SGTU ISM'

Level 2 Unit lT Security Administrator (Unit ISA)

At a minimum, security authority and responsibility must be defined at the

division or college level. The highest level unit administrator is the Level 2 Unit

lSA, but this authority may be delegated' lT security responsibilities and reporting

structure within the unit are at the discretion of the Level 2 Unit ISA' but a

structure based to the SGTU structure is recommended with security

administrators and security managers designated in each sutsunit'

The Level 2 unit lsA has the responsibility to ensure implementation and

management of the unit's lT security program' They have the authority to direct

action as needed to protect unit lT resources' They have the authority to enforce

SGTU and unit lT policies, standards, and procedures and to direct action related

to violations. Each Level 2 unit lsA must appoint an Level 2 unit lnfOrmation

SecurityManager(UnitlSM).Thehigherlevelunithasthediscretiontodesignate

lSMs at subordinate unit levels, but contact information must be maintained byo

Level 2 Unit lT Security Managers (Unit ISM)

Level2UnitlsMsareresponsibleformanagingandcoordinatingsecurityefforts

within that unit's organizational hierarchy' The Level 2 Unit ISM has the

responsibility to advise unit administration of security implementations

consistent with SGTUIT policies, standards' and procedures' While the Level 2
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Unit ISM is responsible to their unit administrative structure, they nurst be mide-
known to the SGTU lSM.

To ensure professional management of SGTUIT resources, the Level 2 Unit ISM
must ensure that their unit complies with SGTUIT security policies, standards,
and procedures and that employee in their unit are aware of applicable laws,
policiee standardg and procedures.

All units must have specific written lT security policies, standards and
procedures. The Level 2 Unit lSM, in cooperation with the Level 2 Unit lSA, is
responsible for the coordination of unit IT security policies, standards, and
procedures. Unit security policieq standards, and procedures must be available
to the SGTU ISM upon request. Units must create standards for physical access,
network and host access, incident response, data security, business resumption,

awareness, etc.

It is possible that ISM duties for smaller units do not require a full-time
commitment and may be assigned to an existing lT position. lT duties must be
specified in the job description of the Level 2 Unit lSM. The Level 2 Unit ISM must
coordinate with their unit administration to ensure that all networks in their unit
have adequate professional coveragg including vacation alternates. The Level 2

Unit ISM must maintain contact information for their unit IT staff and appropriate
alternates. The Level 2 Unit ISM must ensure that all people who manage lT
resources in their unit are appropriately trained and aware of relevant laws, and
SGTU policies, standards, and procedures.The Level 2 Unit ISM must coordinate
within their unit various lT security responsibilities, including but not limited to
monitoring. documenting, reporting, and correcting the cause of security
breaches, establishing minimum security standards for the installation and

configuration of lT resources, maintaining the operating systems, reviewing

account termination, ensuring secure coding,and other security functions.

The Level 2 Unit ISM must be a permanent employee with more than 50yo lT
related job responsibility. They must have a high school diploma or equivalent,

and at least 4 years of professional lT related job experience. lT related

vocational training or college course work may substitute for experience. The

Level 2 Unit ISM must be a full-time employee. An FBI background check is

recommended for all people who maintain or manage lT resources, but is

Registra

o

o

SGT Un
Budhera,

tvers ity
Gurugram



31

ndividual is assigned Leve l2 Unit ISM duties. Existing
required before an

the time this charter is implemented do not
emploYees not on Probation at

require an FBI background check'

The Level 2 Unit ISM should pursue lT security related continuing education such

as lnformation Technology Security Awareness Day'

lT workers

o

lT workers maintain, managq or have responsibility for SGTU lT resources' All lT

workers must be qualified to implement SGTU and respective unit lT policies'

standards,andproceduresappropriatetotheirlevelofjobresponsibility'orthey
must be closely supervised by someone who is' Where questions arise with

,.rO"o,o qualifications of lT worker candidates' the hiring authority must

coordinate with the Level 2 Unit ISM and the Unit ISA

lTdutiesmustbeincludedinjobdescriptionsoflTworkers.

lT workers are responsible to keep informed of changes to SGTU and respective

unit lT policies, standards, procedures' and other information resources'

SGTU lT Resource Categories

ln terms of management and responsibility' the SGTU recognizes the following

categories of lT resources: professionally managed' personally managed' and

managed by business associates' These categories are described below'

t Professionally Managed lT Resources

Professionally managed lT resources are maintained by lT workers in a manner

consistent with SGTU lT policies, standards, and procedures. Non.lT workers

should not manage SGTU lT resources' Qualified professional lT consultants

may be contracted to manage or maintain unit lT resources' but must comply

with SGTU and respective ulit lt policies' standards' and procedures' lf the unit

cannot support lT workers, they should seek assistance from lT workers in

another unit or contact the SGTU ISM'

PersonallY Managed lT Resources

R
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All SGTU tT resources must be managed by SGTUIT workers. The Level 2 Unit
ISA can make exceptions for research or other purposesand allow non-lT
workers to manage rr resources. These are referred to as personary manage rr
resources. Personally managed lT resources also include personally owned
devices such as laptops, computers, pDAg and other lT equipment. personally
managed lT resources commonly connect in classroomg at walkups, with
wirelesq and on the student residential network. personally managed lT
resources must meet the following requirements.

Before connecting to the sGTU Network, persona[y managed rr resources must
connect only to designated network zones.

All personally managed lr resources connecting to unit networks must be
coordinated with the Level 2 Unit ISM

The Level 2 Unit rsM must ensure that maintainers of personary managed rr
equipment in their unit are aware of rerevant sGTU rr security poricies, standards,
and procedures.

The Level 2 Unit ISM must ensure that maintainers of personally managed lT
resources comply with relevant SGTU lT security policies, standards, and
procedures.

lT Resources Managed by Associates

Associates that manage lr resources on the sGTU network must be informed of
SGTU lr security poricies and sign an agreement to compry with them. sGTU and
Level 2 Unit rsMs must maintain contact information for ail Associates managing
lT resources on networks for which they are responsible. Requests for
exceptions to this poricy must be submitted in writing by the Lever 2 Unit rsM to
lnformation Technology Advisory Committee - lnformation Security
Management (ITAC-|SM). The SGTU ISM will respond to all requests for
exceptions in writing.

AUDIT AND LOGGING POLICY

Purpose

Re
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rate and compre hensive audit logs in order to detect and react to
To provide accu

inapproPriate access to, or use of, information systems or data'

Scope:

This policy applies to all lnformation Systems that store' process or transmit

University Data.

PolicY:

1'Accesstolnformationsystemsanddata,aswellassignificantsystemevents,
must be logged by the lnformation System'

2. lnformation System audit logs must be protected from unauthorized access or

modification.

3. lnformation System audit logs must be retained for an appropriate period of

timq based on the Document Retention Schedule and business requirements'

Audit logs that have exceeded this retention period should be destroyed

according to SGTU document destruction policy'

Responsibilities:

1. lnformation System Administrators (lSAs) are responsible for developing and

implementingproceduresforthereportingandhandlingofinappropriateor

unusual activity.

a 2. lnformation System Managers (lSMs) are responsible for monitoring and

reviewing audit logs to identify and respond to inappropriate or unusual activity'

CONTROL OF ELECTRONIC MEDIA

Purpose

,*M*

The purpose of this policy is to provide safeguards for electronic media to

prevent loss of access to, or unauthorized disclosure of' University Data'

Scope:
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This policy applies to all electronic media used with university lnformation
Systems or University Data.

Policy:

1. All electronic media must be securery erased or destroyed prior to disposar,
transfer or reuse outside of the university. The University standard for Media
Sanitization must be followed.

2. Electronic media containing Restricted Data must be protected from theft,
accidental loss or damage in accordance with all sGTU information security and
privacy policies and standards.

Responsibilities:

1. All members of the SGTU Constituency are responsible for protecting
electronic media under their use or control.

2. All members of the sGTU constituency must promptry report ross or theft of
electronic media containing Restricted Data to the sGTU privacy office.

3. lnformation security Administrators (rSAs) are responsibre for developing and
implementing procedures to protect electronic media.

4. The lT Department is responsible for implementing systems and
specifications to facilitate unlt compliance with this policy.

IDENTITY MANAGEMENT POLICIES

Purpose

The university requires a secure and reliable method of identifying members of
its community for access to electronic data resources. This requires collecting
and maintaining identifying attributes, ensuring that electronic identities match
the appropriate persons, and mechanisms to authenticate and authorize use of
those identities.

Scope:

o

o
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This policy aPPlies to everyone with an identity included in the university's central

o

identity registry, as well as individuals authorized to perform identity

management (ldM) functions on behalf of the university'

Policy:

1. The university will maintain a ERP that will serve as a central store for identity

and account information.

2. All identities within the central identity registry will be assigned a unique sGTU

lD number. SGTU lD numbers will never be re-issued to a different identity.

3. All identities within rhe ERP will be assigned an ldentity Assurance Profile as

defined in the related ldentity Assurance Profile Standard document'

4. Required attributes for each identity, depending on the ldentity Assurance

Profile, must be complete, accurate and current'

5.Theuniversitymayparticipateinidentityfederation,wherebyholdersofSGTU
identities can be granted access to resources hosted outside the university, and

holders of ldentities from federated entities can be granted access to resources

hosted by the universitY.

Responsibilities:

1. SGTU students, employees and other enlerprise workforce members must

maintain accurate contact and demographic data in the SGTU ERP

2.ldMCoordinatorsmustactivelymaintaincompleteandaccuratedatainthe
ERP in collaboration with, and on behalf of people within rheir scope of authority'

An ldM coordinator is a SGTU workforce member who maintains data related to

aperson,sidentificationcontainedintheSGTUDirectoryforaspecificunitofthe

SGTU enterprise. lndividuals are delegated authority from the dean, director (or

DDD) of the unit.

3. Primary ldM Coordinators are responsible for assuring complete and accurate

identity information is in place for identity credentialed personnel within their

scopeofauthority,andaccordingtoldentityAssuranceProfilestandards.A
primary ldM coordinator is a SGTU workforce member who serves as the primary

o
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contact for questions related to a person's identification data for a unit. They are

appointed by the dean or director of the unit.

4. SGTU ldM Coordinators serving as a Registration Authorify (RA) must adhere

to ldentity Assurance Profile standards for the applicable level of access when

provisioning credentials for SGTU workers. A registration authority is an ldm

Coordinator or Primary ldM Coordinator who has had additional special training

to perform the credential verification functions to certify a user to meets ldentity

Assurance Profiles the require in person review.

IDENTITY ASSURANCE PROFILES STANDARD

Purpose:

Establish multiple levels of assurance for electronic identities, with attributes and

requirements fortheir issuance. Multiple levels are needed to conduct the varied

functions of the university, but can be handled without subjecting all users to the

most rigorous levels of security.

Scope:

All electronic identities and accounts issued and maintained through the

university's ERP.

Standard:

See the chart at the bottom of this document for the minimal attribute

requirements for all each ldentity Assurance Profile (lAP) defined in this

standard.

SGTU GUEST

SGTU Guest is a short-term temporary access level, for visitors to the SGTU

campus who require temporary access to minimal services. Guests are not

eligible for a permanent lD and not listed in the ERP. Examples are seminar

participants needing lnternet access.

o
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at:

-_ IDE]'ITITY MANAGEMENT SERVICE PROVIDER STANDARD

Purpose

To establish requirements for services that make use of the university's central

identity registry to perform authentication and authorization that will ensure the

security and integrity of identity information.

Scope:

Any Service Provider that uses information from the ERP to authenticate and

authorize users. Examples of technologies that incorporate information from the

ERP for use by Service Providers.

Standard:

1. Service Providers must never commit user passwords to persistent storage.

2. Shibboleth is the preferred authentication and authorization technology for

web applications.

3. lnclusion in the central identity registry provides no assurance of a person's

standing with the university. Authentication of credentials should be augmented

with authorization assertions.

4. Service Providers should use appropriate authorization techniques and

attribute assertions available from the SGTU identity provider to verify that users

are eligible to access the provided resources. Examples include checking level of

assurance, affiliations, granted roles or group memberships.

5. Service Providers should not use any login screen that is not provided by the

SGTU. Exceptions to this may be granted after review of a Service Providers

specific situation. Requests for exceptions can be made to the ldentity & Access

Management Office.

INTERNET PROTOCOL ADDRESS ASSIGNMENT POLICY

INTERNET PROTOCOL ADDRESS ASSIGNMENT STANDARD

Regist
SGT University
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r!!----- The SGTU computer ndwork is based on the lnternet Protocol (lP). lP networks

function using preassigned addresses and their misuse can disrupt network

functionality. Further, the SGTU is assigned a limited number of public lP

addresses, which are used to communicate with the lnternet. The allocation of

these addresses must be managed to optimize the SGTU'S ability to provide

services to users on the lnternet, and to access resources available on the

lnternet.

Scope

This policy applies to all uses of lP addresses on the SGTU network.

Policy

1. All lP addresses used on the sGTU network will be assigned by lT Department.

2. All lP addresses used on the SGTU network must be registered with

lnfrastructure and Communication Technology (lCT).

Responsibilities

1. lT Department will establish standards for assignment and use of lP

addresses at the SGTU.

2. lT Department is responsible for implementing systems and specifications to

facilitate unit compliance with this policy.

3. SGTU lT will establish an lP address utilization plan and allocate lP addresses

per the plan.

4. SGTU lT is responsible for appointing Network contacts to manage their lP

address space.

5. SGTU lT is responsible for insuring that all existing uses of lP addresses

comply with all relevant SGTU Policies and Standards.

WIRELESS NETWORK POLICY

All organizations with wireless LANs already deployed shall contact SGTU lT for

coordination. ldeally SGTU lT can, over time, work with all existing WLAN

installations to incorporate them into the campus system'

Reg istrar
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d

Organizations who are contemPlating dePloYing WLANs must contact SGTU lT to

assist in the configuration and dePloYment of their local wireless system and to

incorporate it into the campus wide system' Per the SGTU AccePtable Use PolicY'

ind ividuals shall not implement their own netwo rk infrastructure. This includes'

but is not limited to, Wireless Access Points (WAP s), routers, and hubs' lf

wireless devices that have not been installed in cooperation with SGTU lT are

iscovered attached to the network' a reasonable attempt will be made to

contact the owner Prior to disabling the network Port to which it is attached.

WAPs or network dev ices causing denial of service will be shut down

immediatelY.

the deploYment of the WAPs:

cover the desired area'

o

o

f it is not possible to integrate organizational WLANs into the campus system' or

if a private WLAN is agreed 
'Oonin" 

to"o*ing requirements shall be followed in

1 . The Service Set ldentifier (SSID) of the WAP shall NOT be set to 'SGTU" This is

the SSID used by the University system' Use of this SSID near the campus

wireless system could prevent users from accessing the campus system'

2. The broadcast SSID feature of the WAP shall be disabled and the transmit

power of the AP should be lowered' if possible' to only as high as needed to

WLANs shall not be used in place of wired connections' WLANS shall only be

used to provide service to rnobilt d"'i"tt' SGTU lT should be contacted if there

i. 
" 

qr..tion about the viability of a WLAN installation'

Cunent WLAN technologies generally use unlicensed radi o frequencY ranges.

Because these are unlicensed frequency bands' many other devices also oPerate

in these bands, including other types of WLAN equipment . Use of these items on

the UniversitY camP us could negatively impact the SGTU wireless network. The

use of these devices is not Prohibited but, if a conflict is discove red, the

department or individual using the device will work with the applicable LAN

managerto determine an approprlate solution. Reasonable efforl will be made to

provide an alternative or a remedY to the problem but if the situation is

irresolvable the University reserves the right to remove the offending device from

service. lf the device in question serves a critical need it may be given priority

R strar
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over the WLAN instal lation with the understan ding that th is may prevent WLAN
use in the area.

ADVERTISING ON UNIVERSITY WEBSPACE

ADVERTISING ON UNIVERSITY WEBSPACE

DOMAIN NAME POLICY

INTERNET PRIVACY POLICY

RECOGNIZING CORPORATE SUPPORTERS ON THE WEB

WEB ADMINISTRATION POLICIES AND STANDARDS

WEB IDENTITY AND GRAPHICS STANDARDS

RELATED STANDARDS & DOCUMENTS

Purpose

This policy has been impremented because of the numerous business, regar and
policy issues that arise in connection with the sare of advertising on university
and unit web space.

o

Advertising consists of techniques and practices used to bring products,
services, opinions, or causes to pubric notice for the purpose of persuading the
public to respond in a certain way toward what is advertised. Advertising differs
from the recognition of university supporters in that it may contain promotional
or other information about a person or entity's product, services or facilities that
goes beyond mere acknowledgment of support to the University. This policy
does not address treatment of university supporters, which is discussed in the
University's policy for Recognizing Supporters on the University & Unit Web

o

This policy covers all web sites and web pages hosted by or on the behalf of the
SGTU and all of its constituent units.

Reg istrar
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Policy

Only the following units of the university may place advertising on their web

pages:

University Athletic Association, lnc'

SGTU Foundation, lnc.

SGTUA|umni Association, lnc.

Business Services Division

College of Journalism and Communications

Responsibilities

l.ThePresidentordesignee(s)mayapproveadditionalUnitsthatmayplace

advertising on the unit's web Pages

2. The university's office of General counsel or the SGTU Foundation's legal staff

will review all contracts for advertising

DOMAIN NAME POLICY

Purpose

The Domain Name system (DNS) is an lnternet-wide distributed database of

namestranslatinglnternetProtocol(lP)addressesintoeasilymemorablenames.
Domainnamesarepartoftheidentityoftheuniversityandcommunicatethe
university's image and reputation to the public' Consistent domain usage may

also be a tool for users to better locate services; thus, domains should be

assignedinaneasilyrecognizableandpredictablestructure.Toensurethat

domain names are assigned and used appropriately and in alignment with

institutional goalg the university has established a policy for governing third level

domain name registrations. Examples of third{evel domains names would be in

the form of unit name. sgtuniversity'ac'in

ersity
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Scope

This policy covers all academic and administrative units, university affiliates, and
academic and administrative staff seeking to register a domain name.

Policy

1. Requests for allthird-level domain names must be made by a college or
administrative division that serves the entire university community and the
requested third-level domain name must be approved before use.

2. All official university web sites shall use domain names within the
sgtuniversity.ac.in namespace.

3. Requested thirdlevel domain names must meet the following requirements in
order to be approved:

1. The requested name should accurately describe the activity or program to
whlch it refers and be easily recognized as word(s) or abbreviation(s).

2. The requested name represents the unit or service used by the entire university
community.

3. The unit must expect to provide these services on an ongoing basis.

4. Domain names shall not contain "SGTU" in addition to sgtuniversity.ac. in

Responsibilities

1. lT Department or designee, approves requests for thirdlevel domain names.

a

o
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Commitment to Privacy

The SGTU values individuals' privacy and actively seeks to preserve the privacy

rights of those who share information with us. Your trust is important to us and

we believe you have the right to know how information submitted through a
university Web site is handled.

V
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Privacy Notice

The following information explains the lnternet privacy policy and practices the

University has adopted for its official Web sites. However, in legal terms, it shall

not be construed as a contractual promise, and the University reserves the right
to amend it at any time without notice. Privacy and public records obligations of
the University are governed by applicable laws.

Site Definitions

University Web space includes hundreds of sites with varying levels of University

involvement and commitment as outlined below.

Official University Web Sites

Except as noted, the information in this privacy notice applies to all official SGTU

Web sites, which are defined as the Web pages of university collegeg schools,

departments, divisions or other units and any other sites specifically designated

as official by a vice chancellor, dean, department head or director. Official pages

are generally recognizable by a standard page header and/or footer carrying the
University logo, contact information and reference to this privacy statement.

Unofficial Web Sites

Within the SGTU domain - signified by the address "sgtuniversity.ac.in'or within

the range of lnternet protocol addresses assigned to the SGTU- you may find

Web sites over which the University has no editorial responsibility or control.

Such sites are considered unofficial and include, but are not limited to, the Web

pages of individual faculty members or students and the Web pages of student

organizations and other entities not formally a part of the University. While SGTU

encourages compliance with this Web Privacy Statement at such siteg in order

to better understand the policies and practices under which they operate, please

consult the privacy statements of individual sites or seek information directly

from the persons responsible for those sites.

R
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We provide the following privacy notice to define SGTU's Wetrbased information

policies and practices, and to assist you in protecting your privacy.
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@speaksgenerallytotheinformationcollectedbyor
submitted to official sGTU web sites. Still the amount and type of information

colleaed may vary somewhat from site to site. Therefore, in addition to this

general explanation of policy and practice, the university encourages colleges,

schools, departments, divisions and other units contributing to its official web

pages to post, as necessary, more specific approved privacy notices pertaining

to the collection and use of any personal information associated exclusively with

those pages. Thus it is wise for users to read page-specific notices to better

understand the privacy policies and practices applicable to a particular site.

The lnformation We Collect

When you access official SGTU Web pages, certain client information and

essential and nonessential technical information (collectively referred to as

access information) Iisted below is automatically collected. No other information

is collected through our official web sites except when you deliberately send it to

us (for example, by clicking a link to send us an e-mail). Examples of the

information you might choose to send us are listed below as "optional

information."

Access lnformation (automatical ly collected)

Client information: the lnternet domain and lnternet address of the computer you

are using.

Essential technical information: identification of the page or service you are

requesting, type of browser and operating system you are using; and the date

and time of access.

Nonessential technical information: the lnternet address of the web site from

which you linked directly to our Web site, and the "cookie information" used to

direct and tailor information based on your entry path to the site'

0ptional information (deliberately sent)

E-mail: your name, e-mail address, and the content of your e-mail'

online forms: all the data you choose to fill in or confirm. This may include credit

or debit card information if you are ordering a product or making a payment' as

Re al.
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The Way We Use lnformation

As a general rule SGTU does not track individual visitor profiles. We do, howevel

analyze aggregate traffic/access information for resource management and site

planning purposes. SGTU reserves the right to use log detail to investigate

resource management or security concerns.

Access lnformation

Client information is used to route the requested Web page to your computer for

viewing. ln theory, the requested Web page and the routing information could be

discerned by other entities involved in transmitting the requested page to you.

We do not control the privacy practices of those entities.

Underthe Florida Public Records Laws, certain records in our possession are

subject to inspection by or disclosure to members of the public. As indicated

above, client information retained after transmission of the requested Web page

will be available for inspection.

Essential and nonessential technical information lets us respond to your request

in an appropriate format [or in a personalized manner] and helps us plan Web site

improvements. To expedite this process, some official SGTU Web sites use

"cookies." Usually a cookie enables the university Web site to tailor what you see

according to the way you entered the site (i.e., if you entered by pushing a button

identifying yourself as a student, your subsequent views of information might be

tailored for student audiences).

Sc
Buo
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well as information about other people if you are providing it for delivery

purposes, etc. See below for more specific information about children's online

activities.

We may keep client information from our systems indefinitely after the Web page

is transmitted, but we do not cross-reference it to the individuals who browse our

Web site. However, on rare occasions when a "hacker" attempts to breach

computer security, logs of access information are retained to permit a security

investigation. ln such cases the logs may be further analyzed or forwarded

together with any other relevant information in our possession to law

enforcement agencies.
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We also use non-identifying and aggregate information to better design our Web

site.Forexample,wemaydeterminethatxnumberofindividualsvisiteda
certain area on our Web site, or that Y number of men and Z number of women

filled out a particular registration form. But we do not disclose information that

could identifythose specific individuals.

Optional lnformation:

optional information enables us to provide services or information tailored more

specifically to your needs, to forward your message or inquiry to another entity

that is better able to do so, and to plan Web site improvements'

we use the information you provide about yourself or about someone else when

placing a request for service only to complete that order or request' We do not

share this information with outside parties, except to the extent necessary to

complete that order or request.

We generally use return email addresses onlyto answerthe email we receive'

Such addresses are generally not used for any other purpose and by university

and state policy are not shared with outside parties'

Finally, we never use or share the personally identifiable information provided to

usonlineinwaysunrelatedtothepurposedescribedwithoutaclearnoticeon

the particular site and without also providing you an opportunity to opt-out or

otherwise prohibit such unrelated uses.

Public Records Notice: Providing lnformation is Your Choice

There is no legal requirement for you to provide any information at our web site.

Howevel our web site will not work without routing information and the essential

technical information. Failure of your browser to provide nonessential technical

information will not prevent your use of our Web site but may prevent certain

features from working. For any optional information that is requested atthe web

site, failure to provide the requested information will mean that the particular

featureorserviceassociatedwiththatpartoftheWebpagemaynotbeavailable

o
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Our Commitment To Data Security

The SGTU is dedicated to preventing unauthorized data accesg maintaining data
accuracy, and ensuring the appropriate use of information. We strive to put in
place appropriate physical, electronic, and managerial safeguards to secure the
information we collect online. These security practices are consistent with the
policies of the university and with the laws and regulatory practices of the State
of Florida.

RECOGNIZING CORPORATE SUPPORTERS ON THE WEB

Purpose

The purpose of this policy is to direct units on how they may appropriately
recognize supporters on university and unit web space without overly
commercializing the University and unit home pages.

These guidelines do not address advertising on university web spacg which is
governed by the University's Poticy for Advertising on University & Unit Web

Space. Recognition of corporate support differs from advertising in that it only
acknowledges support to the University; it does not contain promotional or other
information about a person or entity's produc! services or facilities.

Scope

This policy covers all web sites and web pages hosted by or on the behalf of the
SGTU and all of its constituent units.

Policy

The university and individual units may recognize significant supporters on their
secondary web pages. Vendors that provide goods or services to the University
or individual units do not qualify for recognition as university supporters solely by
virtue of their contract.

Responsibilities

3e+'J##-
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-1. 
Ttte Presideni or their designee will determine eligibility for designation as a

university supporter, based on whether the supporter provides significant support

to the university-wide mission'

2. The head unit administrator or designee will determine eligibility for

designation as a unit supporter, based on whether the supporter provides

significant suPPort to the unit.

3. SGTU Foundation representatives will review all proposed university or unit

supporters prior to inclusion on a web page. units interested in recognizing unit

supporters should work with their SGTU Foundation representatives'

4. The President or designee, or in the case of unit pages, the head unit

administrator or their designee will designate the period of time for which to

recognize the university or unit supporter.
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